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Abstract: This research explores the phenomenon of space espionage through the use of 
spy satellites, examining its technological evolution, strategic benefits, and the ethical and 
legal challenges it poses to international relations. The study begins with the historical 
context of satellite development, starting from Sputnik 1 and the subsequent 
creation of reconnaissance programs such as the Corona project, which marked the 
beginning of systematic intelligence collection from space. The paper discusses how 
technological advancements have transformed satellite espionage into a crucial tool 
for global security, surveillance, and defense, while simultaneously raising concerns 
about privacy violations, sovereignty breaches, and the militarization of outer space. 
The qualitative methodology adopted relies on the analysis of academic articles 
and credible online sources to compare different perspectives on the issue. The 
findings reveal that, although space espionage contributes to national defense and 
international monitoring, it also intensifies political tensions and legal uncertainties 
regarding the use of orbital space. The study concludes that the balance between 
technological progress and ethical responsibility must be achieved through stronger 
international regulation, cooperative transparency, and the establishment of global 
ethical standards to ensure the peaceful and beneficial use of space.
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Resumo: Esta pesquisa explora o fenômeno da espionagem espacial por meio do uso de 
satélites espiões, examinando sua evolução tecnológica, os benefícios estratégicos e os 
desafios éticos e jurídicos que impõe às relações internacionais. O estudo inicia-se com o 
contexto histórico do desenvolvimento dos satélites, a partir do Sputnik 1 e da subsequente 
criação de programas de reconhecimento, como o projeto Corona, que marcou o início da 
coleta sistemática de inteligência a partir do espaço. O artigo discute como os avanços 
tecnológicos transformaram a espionagem por satélite em uma ferramenta crucial para a 
segurança global, vigilância e defesa, ao mesmo tempo em que suscitam preocupações 
quanto à violação da privacidade, à quebra de soberania e à militarização do espaço exterior. 
A metodologia qualitativa adotada baseia-se na análise de artigos acadêmicos e fontes online 
confiáveis para comparar diferentes perspectivas sobre a questão. Os resultados revelam 
que, embora a espionagem espacial contribua para a defesa nacional e o monitoramento 
internacional, ela também intensifica as tensões políticas e as incertezas jurídicas quanto ao 
uso do espaço orbital. O estudo conclui que o equilíbrio entre o progresso tecnológico e a 
responsabilidade ética deve ser alcançado por meio de uma regulamentação internacional 
mais robusta, da transparência cooperativa e do estabelecimento de padrões éticos globais, 
a fim de assegurar o uso pacífico e benéfico do espaço.
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The first satellite to successfully launch from Earth and to be placed into the 
planet’s orbit was Sputnik 1 in 1957. After its launch, the world realized that satellites 
orbiting Earth could rotate above all territories rather than remaining stationary, which 
sparked great interest among sovereign states (Science and Media Museum, 2023).

The world and its international law discovered a universe of possibilities, 
by then, with no boundaries, after that it became necessary for internationals 
organizations to create offices for the outer space affairs which did something about 
establishing treaties or agreements about the future of new space laws, which the 
United Nations did.

The object of this research it´s about the main idea that was inspired from the 
knowledge of satellite rotating planet´s orbit, the space espionage. The initial spy 
satellites were positioned in a low orbit to enable the acquisition of data on military 
and civilian activities in foreign nations.

Among the pioneering versions of these spy satellites, also referred to 
as reconnaissance satellites, they employed photographic techniques for data 
collection. These satellites would capture photographs and subsequently release 
canisters containing the film, allowing them to descend into Earth’s atmosphere 
where they were then retrieved mid-air. As technology progressed, these satellites 
underwent significant advancements, incorporating digital imaging systems that 
transmitted data via secure radio connections. Among the pioneering versions of 
these spy satellites, also referred to as reconnaissance satellites, they employed 
photographic  techniques  for  data  collection.  The  well-known  Corona photo-
reconnaissance program, jointly funded by DARPA and the CIA, marked a turning 
point in Cold War intelligence (Defense Advanced Research Projects Agency, 2023).

One of the world’s earliest and most well-known spy satellite programs, the now 
declassified Corona photo-reconnaissance program was jointly funded by DARPA 
(Defense Advanced Research Projects Agency) and the CIA (Central Intelligence 
Agency). Withstanding a series of initial failures, the program scored its first success 
in August 1960 when a canister of film dropped back through the atmosphere was 
successfully recovered, delivering a trove of intelligence photos taken over Soviet 
territory. The Corona program continued to acquire crucial Cold War intelligence until 
the mission ended in 1972.

METHODOLOGY

This research was conducted through a qualitative analysis based on scientific 
articles available online. The study involved consulting reliable academic sources 
accessed through the links provided below. These materials were carefully reviewed 
to collect relevant information and theoretical perspectives related to the topic. The 
methodology focused on identifying, comparing, and interpreting data from the 
selected publications in order to support the main arguments developed throughout 
the paper.
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As reported by Deutsche Welle (2020), modern spy satellites have reached 
unprecedented technological precision, becoming vital tools in global surveillance 
and defense strategies. However, this evolution also raises ethical questions 
concerning privacy, sovereignty, and militarization of space (The New York Times, 
2023; TS2 Space, 2023).

One of the main benefits of spy satellites is the ability to collect large volumes of 
data over a wide geographic area. This data can be used to identify potential threats, 
track movements and communications, as well as monitor the activities of individuals 
and organizations. With improved accuracy and resolution of satellite imagery, this 
data can provide a deeper understanding of the areas under surveillance.

Additionally, the use of spy satellites provides greater security and protection 
for those under monitoring, which is particularly crucial amidst global tensions. 
By enabling the monitoring of extensive areas, the risks of harm to individuals 
and properties can be significantly reduced. Furthermore, the enhanced accuracy 
of satellite imagery makes it easier to identify suspicious activities or individuals, 
allowing for quicker responses to potential threats.

Despite the benefits of using spy satellites for surveillance purposes, there 
are some challenges that need to be addressed. One of the main concerns is the 
potential invasion of privacy. Spy satellites have the ability to collect large amounts of 
data over a wide area, including personal and confidential information. Therefore, it is 
crucial to implement measures to ensure that the collected data is used appropriately 
and complies with the law.

It is also good to argue about the use of spy satellites in relation to geostationary 
communication satellites, which orbit the earth at the same frequency as itself, 24 
hours, for this reason it is easier for spy satellites to get closer and collect data that 
are being collected and transmitted, in addition to helping with national security by 
preventing hostile acts, it can be a good use of counterintelligence, however there 
are contrary arguments that must be taken into consideration, such as, Spying on 
communication satellites can be seen as a violation of the privacy and sovereignty 
of other nations, or also escalate the risk of tension between large nations, with the 
potential for misinterpretation

The importance of our research is due to the fact that such a little explored 
area is the stage for great advances for humanity. Space espionage is the center 
of fervent discussions beneficial to sovereign states that collect information but at 
the same time it is the main source of tensions between which information is being 
collected. Therefore, this research serves to spread knowledge and information and 
show an important view from both sides.
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FOR INTERNATIONAL RELATIONS?

The ultimate goal of this research is to spread as much knowledge and 
information, which this study contains, across the world and possibly help with issues 
around the chosen subject with perhaps some of the solutions and possibilities given 
to the readers.

Each of these hypotheses represents a different approach to addressing the 
issue of space espionage and its legal and ethical implications. The effectiveness 
of any of them will depend on the political will and international cooperation to find 
viable solutions.

Strengthened International Regulation: One hypothesis is that the 
international community could strengthen the treaties and agreements governing 
the use of outer space. This could include the development of new specific treaties 
for space espionage, establishing clear rules on the collection of information in orbit 
and the protection of the privacy rights of nations and individuals.

International Cooperation: Another possible approach is to promote greater 
cooperation among nations to share intelligence information obtained through 
satellites. This could reduce the need for unilateral space espionage and decrease 
tensions between countries.

Transparency and Mutual Trust: Another hypothesis is that states can work 
to increase transparency about their activities in outer space. This could be achieved 
through voluntary disclosure of information about satellites and their missions, 
helping to build mutual trust among nations.

Development of Ethical Standards: It can be argued that it is necessary 
to develop ethical standards and guidelines for space espionage to ensure that 
activities are conducted responsibly and in line with global values and interests.

Conflict Resolution: One hypothesis is that an effective international 
mechanism for conflict resolution could be established to address disputes related to 
space espionage. This could help prevent conflicts and promote peaceful solutions 
to space-related issues.

Development of Defense Technologies: Another hypothesis is that nations 
invest in space defense technologies to protect their own satellites from espionage 
and attacks. This could deter espionage activities and ensure the integrity of 
communication and navigation systems in space.

CONSIDERATIONS FINALES

The exploration of space espionage, as presented in this research, sheds light 
on a fascinating yet highly complex aspect of modern technology and international 
relations. The history of spy satellites, their evolution, and their role in global security 
have been discussed, offering a glimpse into the multifaceted world of surveillance 
and intelligence gathering in outer space.



Segurança Pública, Cidadania e Direitos Humanos: Pesquisas, Relatos e Reflexões - Vol. 12

299

C
apítulo 24While spy satellites have undeniable advantages in enhancing national 

security, monitoring potential threats, and ensuring the safety of individuals and 
properties, they also raise ethical, legal, and diplomatic challenges. The invasion 
of privacy, the risk of escalating tensions between nations, and the potential for 
misinterpretation are just a few of the concerns associated with space espionage.

The hypotheses proposed in this research suggest various approaches to 
address these challenges. Strengthening international regulations, promoting 
cooperation, fostering transparency and trust, developing ethical standards, and 
establishing conflict resolution mechanisms are all potential avenues for mitigating 
the negative consequences of space espionage while preserving its benefits.

In the end, the path forward in addressing these complex issues lies in the 
hands of nations, international organizations, and stakeholders in space activities. 
It is crucial to strike a balance between the legitimate security interests of nations 
and the respect for the sovereignty, privacy, and peaceful use of outer space. By 
addressing

these challenges with wisdom and cooperation, we can ensure that space 
remains a realm of opportunity, innovation, and global collaboration for the benefit 
of all humanity.
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