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Summary
This book aims at revisiting a research line carried out between 2014 and 2019, when we tackled 

challenges related to the privacy of consumers in automated electrical power grids, the so-called Smart 

Grids. The result of that effort is the PhD Thesis PPGEE.TD-157/2019, by Universidade de Brasília (UnB), 

defended by this Author in August 2019. The Thesis’ title is re-edited in this book in an attempt of improving 

its coherence with the content, since it addresses problems still observed in these grids. However, while part 

of the premises adopted remain valid, some technical issues do no longer hold, mainly from the standpoint 

of hardware.

Two main research lines related to the privacy of Smart Grid clients were exploited: (i) the 

technology concerning data transmission and reception through the physical layer in wireless contexts, 

where we discuss undersampling techniques for electromagnetic (EM) waveforms; and (ii) contributions 

in cryptography, with the proposal of a framework for a local Neighborhood Area Network (NAN), due to 

limitations of the Smart Meters (SM), namely the power meters that can send and receive data from/to the 

client’s household and the utility company. 

More specifically, we developed a framework for preserving the identity and privacy of the 

prosumer, a participant of the grid who is simultaneously consumer and producer of electrical energy – 

think of a neighbor that owns solar photovoltaic panels on his roof and batteries deployed elsewhere. This 

neighbor can storage energy and trade it in different instants of the day. Prosumers are a subset of consumers, 

i.e., even if someone does not generate energy, they can still purchase it. Our framework manages to provide 

privacy to consumers in general, hence improving data protection for every client, including prosumers.

From the hardware standpoint, it is well known that the electrical power meters, while migrating 

from the purely analogic status to the digital paradigm, have gained processing power, not only in terms 

of memory, but also speed. When we concluded the Thesis in 2019, the predominant literature reported 

a certain difficulty for the off-the-shelf SMs to execute highly complex calculations due to hardware 

limitations. One of the most known problems was related to processing cryptographic asymmetric keys, 

whose calculations demand a noticeable processing power, even nowadays. As a result, by 2018-2019, we 

have adopted symmetric keys-based solutions to SMs in our Smart Grid model.

However, after 5 years, it has been observed a substantial evolution in the SM hardware, overcoming 

the former hindrances related to calculations that were assumed unfeasible at that time. These SM machines 

can currently tackle such operations satisfactorily as well as connect to household local networks, possibly 

delegating a set of numeric calculations to hosts in their vicinity. 



A collateral consequence of the evolution in hardware and processing capabilities of the SMs 

is the possibility of threats to the privacy protection of the Smart Grid user, the personal data owner, 

also named by in legal texts as the data subject. Despite the several forms of preserving user privacy in 

Internet applications, the SM itself remains the most vulnerable point of the grid. As stated on page 75, 

a sufficiently high data granularity (i.e., the arbitrarily little intervals between snapshots of instantaneous 

power consumption, when the sampling rate increases) can describe the whole lifestyle of the energy 

client. Given that the current SMs manage to produce progressively higher resolution, anyone who spots 

measurements from the household SM can infer practically everything that happens in there – even which 

film the residents are watching on TV. The Smart Grid user privacy can be in jeopardy due to the SM 

enhanced capabilities.

We propose the employment of SMs combined with Digital Processing undersampling techniques 

and a cryptographic framework for privacy improvement. Undersampling is achieved when different 

samplers work together to enhance their detectable frequency range, by adopting co-prime sampling rates. 

To achieve so, we employed the Chinese Remainder Theorem (CRT) in two different perspectives. For 

physical applications, the remainder have errors, and undersampling is performed as developed in Chapter 

II, within the realm of Digital Signal Processing.

Differently, the CRT shown in Chapter IV reassumes its classical form, with no-error remainders, 

with the goal of improving a cryptographic technique known as Secret Sharing Schemes (SSS). In SSS, a 

secret is mathematically divided into shares. A minimum amount of t among n share owners must cooperate 

as a condition to reconstituting the secret, constituting a (n,t) SSS. Considering the Asmuth-Bloom based 

SSS, which is based on CRT, we have broadened up to 10103 times the size of the secret, when considering 

the number of bits used in the both models – Asmuth-Bloom’s and ours. Our contribution creates obstacles 

of exponential magnitude for Brute Force Attackers (BFA). Note that the size of the secret can be expanded 

arbitrarily with our approach, so that the mentioned 10103 times are just an example.

All in all, after more than 5 years, we emphasize the need for bringing back the described solutions 

to the present context, while highlighting as still promising the proposed cryptographic contributions. The 

discussion about the sufficiency of the adopted models for personal data protection in the Smart Grid 

environment is still worth it, given a scenario in which the SM can be the point of vulnerability.
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